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KoHndurypaumja FreeRADIUS-a 3a LDAP
yBoa

1 VYBop

OBO ynyTCTBO Ce OAHOCK Ha nojaellaBarbe OCHOBHMX Moayna FreeRADIUS cepsepa 3a AaBaoua MAEHTUTETA.
MpukasaHu cy oHM Moaynu koju omoryhaBajy uuTarbe nogaTtaka u3 Active Directory-ja. CBu mopynm cy
npvKasaHu 6e3 KOMeHTapa paau jacHujer u npernegHujer npukasa.

1.1 clients.conf

clients.conf ce Hanasu y raddb AMpeKTopujyMy M Npeactas/ba Moayn y Kome ce gedmHuwy RADIUS
KnnjeHTn - ypehaju y Mpexun of Kojux ce npuxsaTajy 3axteBu. OBu ypehaju mory 6utmu gpyrm RADIUS
cepsepu unu NAS (Network Access Server) Tauke. Jlokauuja raddb AvpekTopujyMa 3aBUCKM Of HAuMHa Ha
Koju je FreeRADIUS uHcTanupaH. Hajuewhe cy 70 /etc wnm /usr/local/etc agnpekTopujymu.

Y okeupy clients.conf dajna je notpebHo aedwmHucatv gBa AMPEC FTLR (Federation Top Level Radius
Server) cepsepa W jow jefaH cepsBep KOju Ce KOpUCTWU 3a Haarnedake onepatuBHoct RADIUS cepsepa
nHctutyupnje. AMPEC FTLR cepBepu npeacTae/bajy HauMOHaNHe cepsepe Koju ce Hanase Ha Bpxy AMPEC
eduroam xujepapxuje. KoHdurypaumja koja je aata y HaCTaBKy MOXe Ce MCKOMMpaTu U A0AATU OUPEKTHO Y
clients.conf dajn. MapameTpu koju omoryhaBajy koMyHukaumjy ca FTLR cepeepuma ce 30By secret. OBaj
napametap ce gobuvja nMyHo wnm TenedoHckuMm nytem ogd AMPEC-a M wera je noTpebHO 3aMeHuTu y
KOHUrypauuju.

## eduroam Federation Top Level Radius serveri:

##edurocam ftlrl

client ftlrl.ac.rs {

ipaddr = 147.91.4.204

secret = pass # - lozinka se dobija od AMRES-a
shortname = ftlrl

nas_type = other

virtual server = eduroam

}
##eduroam ftlr2

client ftlr2.ac.rs {

ipaddr = 147.91.1.101

secret = pass # - lozinka se dobija od AMRES-a
shortname = ftlr2

nas_type = other

virtual server = eduroam

}

##Monitoring eduroam servisa

client netiis.monitor {

ipaddr = 147.91.3.12

secret = pass # - lozinka se dobija od AMRES-a
shortname = netiis

nas_type = other
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virtual server = eduroam

1.2 eduroam BMpTyesniHU TyHen

Buptyenun TyHenu omoryhaBajy koHdwurypauujy Beher 6poja HesaBMCHMX cepBuca Ha FreeRADIUS
nnatgopmn. 3a notpebe eduroam cepBuca, Kpempa Ce HOBW BUPTYENHW TyHen kKoju he obpahueaTtu
ayTeHTUdUKaUMOHe 3axTeBe:

# npenasncey /raddb/sites-available/ noaanpekTopujym

# default BMPTYenHM TyHeN ce Konvpa y HoBu dajn, umnje nme he 6utn eduroam:
cp default eduroam

¥ capa je noTpebHO M3MeHUTU KpeumpaHu ¢ajn. Ha camom noyeTky, npe authorize cekuuje,
ymecto default, cTaB/ba ce eduroam.

¥ 'y OBOM KOpaky, MOTpebHO je M3MEeHUTU KOHdUrypaumoHn gajn, Tako Aa usrneaa Kao y HacTaBKy
(komeHTapwm cy nsbayeHn Npeko grep KoOMaHae):
server eduroam {
listen {
type = auth+acct
ipaddr = *
port = 0
limit {
max connections = 16
lifetime = 0

idle timeout = 30

listen {

ipaddr = *

Il
o

port
type = acct
limit {

}

listen {
type = auth
ipvoaddr =
port = 0

limit {
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listen {

}

max connections = 16
lifetime = 0

idle timeout = 30

ipvéaddr =
port = 0
type = acct

limit {
}

authorize {

}

filter username
preprocess
auth log
suffix
eap {
ok = return
}
expiration

logintime

authenticate {

Auth-Type PAP ({
pap

}

Auth-Type CHAP {
chap

}

Auth-Type MS-CHAP ({

mschap

digest
unix

eap
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}

preacct {
preprocess
acct unique
suffix
files

}

accounting {
detail
unix
radutmp
exec
attr filter.accounting response

}

session {
radutmp

}

post-auth {
exec
reply log
Post-Auth-Type REJECT {

attr filter.access reject

}

pre-proxy {
}

post-proxy {

eap

¥ y nocneaHeM Kopaky, notpebHo je npehn y /raddb/sites-enabled noaavpekTopujyMm u
HanpaBuUTU Soft NMMHK Ka eduroam BWPTYeNHOM TyHeny M3 /raddb/sites—-available
noagavpexkTopujyma:

In -s ../sites-available/eduroam
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1.3 eduroam-inner-tunnel BuTyenHm tyHen

Sada je potrebno formirati eduroam-inner-tunnel virtuelni server, koji u svojoj konfiguraciji poziva odredene
module koji su odgovorni za komunikaciju sa korisnickom bazom (u ovom slucaju AD):

# npenasncey /raddb/sites-available/ noaanpekTopujym
# inner-tunnel BMPTYENHM TyHen ce Konupa y HoBW (hajn, umje ume he 6utM eduroam-
inner-tunnel:

cp inner-tunnel edurocam-inner-tunnel

¥ 'y OBOM KOpaky, MOTpebHO je M3MEHUTU KOH@UrypaumoHu dajn, Tako Aa marneda Kao y HacTaBKy
(komeHTapwm cy nsbayeHn Npeko grep KOMaHae):
server eduroam-inner-tunnel {
authorize {
auth log
suffix
update control {

Proxy-To-Realm := LOCAL

eap
ldap
pap
}
authenticate {
Auth-Type PAP {
pap
}
Auth-Type CHAP ({
chap
}
Auth-Type MS-CHAP {

mschap

eap
}
session {
radutmp
}
post-auth {
reply log
Post-Auth-Type REJECT {
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attr filter.access reject

}

pre-proxy {
}

post-proxy {

eap

¥ y mocnearweM Kopaky, notpebHo je npehn y /raddb/sites-enabled noaavpekTopujym wu
HanpaBuTn soft nMHK ka eduroam BWpTyenHoM TyHeny M3 /raddb/sites-available
nogavpexkTopujyma:

In -s ../sites-available/eduroam-inner-tunnel

1.4 eap moayn

Y FreeRADIUS 3.0.x Bepsaujama, CBM MOAyIM Ccy npeMewTeHn Yy /raddb/mods-available
noaavpekTopujym. Moaynm koju Mory 6utn of uHtepca ¢y ldap, ntlm auth, cui, eap, sgl uta.
AKTMBUpaHE >XerbeHUX MoAyfna ce MOCTMXKE Tako LWTO Ce MpaBu Soft NMHK 3a Taj MoAyn y OKBUpY
/raddb/mods—-enabled gupektopujyma.

eap moayn je notpebHo uaMeHuTn Aa byae MCTM Kao y HacTaBky. XKerbeHun MeToad ayTeHTuduKauuje ce
noAelasa Ha CaMoM no4veTky eap mogayna (default eap type). Y 0BOM ynyTcTBy je AaT npumep 3a
EAP-TTLS ayteHTUdMKauujy. HakoH WITO ce y NpBoj NNHUjU AeduHuLIe MeToa ayTeHTudMKaumje, noTpebHo
je y ogrosapajyhoj cekumjn (tt1ls unn peap) NPOMEHUTU NapameTap virtual server Tako [a Herosa
BpeaHoOCT byae jeaHaka eduroam-inner-tunnel. YKOAMKO XenuTe f[a Kao CeKYHAApHW MeToa
ayTeHTUdMKaumje omoryhute n PEAP, Taga je notpebHO y peap cekumju eap moayna Takohe MpOMeHUTH
BPEAHOCT NapaMeTpa virtual server Ha eduroam-inner-tunnel.

eap {
default eap type = ttls # ili peap
timer expire = 60
ignore unknown eap types = no
cisco_accounting username bug = no
max sessions = 4096
md5 {
}
leap {
}
gtc {
challenge = "Password: "

auth type = PAP
}

tls-config tls-common {
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tls {

ttls {

peap {

private key password = whatever

private key file S{certdir}/server.pem

certificate file ${certdir}/server.pem

ca file

dh_file

S{cadir}/ca.pem

S{certdir}/dh

ca path = ${cadir}

cipher list = "DEFAULT"
ecdh curve = "prime256v1"
verify {

}

tls = tls-common

tls

tls-common
default eap type = md5

copy request to tunnel = no
use tunneled reply = no

virtual server = "eduroam-inner-tunnel"

tls = tls-common
default eap type = mschapv2
copy_request to tunnel = no
use tunneled reply = no

virtual server = "inner-tunnel"

mschapv2 {

}
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NHcTuTyumja je cnobogHa aa oanyum kog kor CA (Certification Authority) Tena he HabaBuTu ceptudmkaT
koju he ce kopuctuth 3a EAP-TTLS wnnam PEAP (noTtpebHo je HanmpaBuTu M3MeHe y OKBMpY tls-config
tls-common cekuuje 3a OCeHyeHe napameTpe). HauuH Ha KOju ce cepBepcku cepTudukaT yuuTasa y
KOHMrypauujy onncaH je aetasbHO Ha CTpaHuuUum:

https://www.amres.ac.rs/institucije/digitalni-sertifikati

Kapa je 3aBpweHa KoOHdWrypauvja eap ™Moayna, notpebHo je npehn y /raddb/mods-enabled
NoAAMPEKTOPUjYM W HanpaButn Soft NMHK kKa eap wmoayny wu3 /raddb/mods-available
noaanpekTopujyma:

In -s ../mods-available/eap

1.5 proxy.conf

proxy.conf ce Hanasu y raddb aupektopmjymy. OBaj koHUrypaumoHun dajn cnyxu kako 6u cepeep 3Hao Ha
Koju HaumH he obpahusaTtu npucturne RADIUS 3axTeBe. 3axTeBu ce Mory obpahmBaTy IOKANHO MK ce Mory
npocnehmeatn (MpokcupaT) HEKOM ApyroM cepsepy. Kako je OBO ynyTCTBO HaMeHeHO 3a [AaBaoua
naeHTUTETa, CMaTpa ce Aa ce 3axTeBu obpahyjy nokanHo. OBO 3Haum Aa je noTpebHo aedumHUcaT camo
NoKanHM AoMeH (realm) U y HEMY O3HAYMTU Aa Ce KOPUCHUUM ayTeHTUdUKYjy nokanHo. JinHuje koje cy

OCeHueHe ce goaajy y dajn.

proxy server {
default fallback = no

}

home server localhost {
type = auth+acct
ipaddr = 127.0.0.1
port = 1812
secret = testingl23
response window = 20
zombie period = 40
revive interval = 120
status check = status-server
check interval = 30
num answers to alive = 3

}

realm inst.ac.rs {

authhost LOCAL

LOCAL

accthost

User-Name "${Stripped-User-Name}"

}
realm LOCAL {

}
realm NULL {
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}
YMecTo foMeHa inst.ac.rs noTpebHo je CTaBUTU AOMEH Balle MHCTUTYUMje Koju kopuctuTe y okBupy AMPEC-a
(Hnp. rgf.bg.ac.rs).

OBKMM Cy 3aBpLUeHa OCHOBHA NogellaBarba HeonxofHa 3a ¢yHKuMoHncawe RADIUS cepeepa u eduroam-a.
3a npoBepy KoHdurypauuje npenopyka je aa ce RADIUS npouec nokpeHe NpBo y debug moay, KOMaHAOM
radiusd -X. Ykonuko je koHdurypaumja 6e3 rpewaka, Ha ekpaHy ce ucnucyje cnegehe:

Listening on authentication address * port 1812
Listening on accounting address * port 1813
Listening on proxy address * port 1814
Ready to process requests.
Mpenopyka je oa ce debug mop KOPUCTM CaMO y Cyyajy Kafda ce npaBe M3MeHe y KOHUrypaumijy mnm y

Cnyyajy Kaga Heko of KOpucHMKA uMa npobnem ca noeesmBameM Ha eduroam, jep ce y debug moay Buae
No3unHKe y clear-text hopmary.

RADIUS npouec ce nokpehe y cTaHaapAHOM MOAY KOMaHAOM radiusd, a 3aycCTaB/ba Ce€ KOMaHAOM
killall radiusd

1.6 radiusd.conf

Mako gaBanau naeHTUTETa HeMa obaBesy Aa 4yBa Nor ajnoBe, npenopyke je aa ce omoryhu 6enexemre
ayTeHTUPUKAUMOHNX  3axTeBa Y radius.log dajn. OBaj dajn ce Hanasn y
/usr/local/var/log/radius AWPEKTOPMjyMy. 3a CBaKOr KOpPWUCHWKa (YKONIMKO ce kopuctn EAP-
TTLS) ce ynucyjy aBe nuHuje:

¥ KOpUCHMYKO MMe K3 cnosbawrer (Tj. eduroam) TyHena, Hajyewhe y  ¢opmu
anonymous@inst.ac.rs, u

¥ npaBO KOPUCHMYKO WMe u3 yHyTpawrer (Tj. eduroam-inner-tunnel) TyHena, HMp.
pera.peric@inst.ac.rs.

Benexetbe ayTeHTUMOUKALMOHUX 3axTeBa MOXe OGUTM BEOMa KOPUCHO Y CNyyajy Kaja HEKO O KOPUCHMKa
faBaola MAEHTUTETA Ha HeperynapaH HauuH kopuctu eduroam (HMp. Ae/berbe KOPUCHUYKOM MMEHa W
NO3MHKE ApYrMM KOPUCHULMMA, KpLUEHEe ayTOpPCKMX npaBa KopuwhereM forrent-a vi cn).

Oa 6u FreeRADIUS 6enexno ayteHTUdMKaUMOHE 3axTeBe, noTpebHO je ga ce y log cekuumju
radiusd.conf dajna (Hanasu ce y raddb ampekTopujymy) HanpaBe M3MeHe Tako Aa u3rneda kao y
npuMepy Koju je AaT y HacTaBKy:

log {

destination = files

file = ${logdir}/radius.log
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syslog facility = daemon

stripped names = no

auth = yes

auth badpass = no

auth goodpass = no

HakoH n3mMeHa, noTpebHO je npoBepuTU Aa Nv ce KOHdUrypauuja yuitana Ha npaBu HauMH Tako LITO ce
RADIUS cepBep nokpeHe y debug moagy. Ykonuko ce koHdwurypauuja yuutana 6e3 npobnema, RADIUS
npouec ce nokpehe y ctaHAapAHOM MOAy KOMaHAOM radiusd.

1.7 Nose3uBame RADIUS cepsepa u LDAP cepBepa

1.7.1 Kondwurypauumja Idap moayna

Mocnearun Kopak nogpasymesBa KoHdurypucamwe FreeRADIUS-a aa ayTteHTMdMKYje KopucHuke npeko ldap
moayna. Ceu Moaynm ce Hanase y /raddb/mods—available gupektopujymy. OceHyeHe napaMmeTpe je
noTpebHO NPOMEHWUTU Tako Aa oAroBapajy napameTpuma MHCTUTyuuje.

HAMOMEHA: MapameTap server €ce KOPUCTU 3a AeduHMUCabe cepBepa Ha KOM ce Hanasu LDAP
avpektopujyM. MapaMmetrpu identity WM password Mory 6utm uctm kao y slapd.conf
koHdurypaunoHom cajny. NMpenopyka je aa ce aedpumHue HaNor KOju Hema root npuBuneruje,
a koju he ce kopucTuTn 3a noBesmBawe ca LDAP cepBepom. Mocneawun oceHYeHU napamrep y
noyetHoMm paeny ldap Moayna, base dn, ce kopucTu 3a aedurHUCame rpaHe oa koje he nounmwaTn
npeTpara KOpPUCHMKA, a y OBOM cnyuajy je To kopeH crtabna. CByga rpe je HaBeaeHo
dc=inst, dc=ac, dc=rs, NnOTPe6HO je OBy BpeAHOCT 3aMEHUTH TakKo Aa 6yae ucra kao napaMmerap
suffix U3 slapd.conf ¢ajna.
ldap {

server = 'localhost'

identity = 'cn=Manager,dc=inst,dc=ac,dc=rs'

password = secret

base dn = 'dc=inst,dc=ac,dc=rs'

sasl {

}
update {
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control:Password-With-Header += 'userPassword'
control:Stripped-User-Name := 'uid'
control: += 'radiusControlAttribute'
request: += 'radiusRequestAttribute'
reply: += 'radiusReplyAttribute'

}
user {
base dn = "${..base dn}"
filter = " (uid=%{%{Stripped-User-Name}:-%{User-Name}})"
sasl {
}
}
group {
base dn = "${..base dn}"
filter = ' (objectClass=posixGroup) "'
membership attribute = 'memberOf'
}
profile {
}
client {
base dn = "${..base dn}"
filter = ' (objectClass=radiusClient)'
template {

}

}
attribute {

accounting {

ipaddr = 'radiusClientIdentifier'

secret = 'radiusClientSecret'
}
reference = "%{tolower:type.%{Acct-Status-Type}}"
type {

start {

update {
description := "Online at %S"

}

interim-update {
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update {
description := "Last seen at %S"
}
}
stop {
update {
description := "Offline at %S"
}
}
}
}
post-auth {
update {
description := "Authenticated at %S"
}
}
options {
chase referrals = yes

rebind = yes
res_timeout = 10
srv_timelimit = 3
net timeout =1
idle = 60

probes = 3
interval = 3

ldap debug = 0x0028

tls {

}

pool {
start = ${thread[pool].start servers}
min = ${thread[pool].min spare servers}
max = ${thread[pool].max_servers}
spare = ${thread[pool].max_spare_servers}
uses = 0

retry delay = 30
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lifetime = 0

idle timeout = 60

}

Kapa je 3aBpweHa KoHdurypauvja ldap Mogyna, notpebHo je npehm y /raddb/mods-enabled
noaavMpekTopujym W HanpaButn soft nmHk ka ldap Mogyny u3 /raddb/mods-available
noaavpekTopujyma:

In -s ../mods-available/ldap

HakoH n3mMeHa, noTpebHO je nMpoBepuTn da Nu ce kOHdWrypaumja yuutana Ha nMpaBu HaYMH Tako LITO ce
RADIUS cepBep nokpeHe y debug mopy. YKONUKO ce KOHpurypaumja yuutana 6e3 npobnema, RADIUS
cepsep ce nokpehe y ctaHgapaHoM Moy KOMaHAaoM radiusd.
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